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Dear OSU Community,
Oregon State University partners with external vendors to enable innovation and operational
efficiency across a wide range of applications, including AI tools, cloud storage and
procurement systems.  OSU has streamlined procurement processes by using BennyBuy and
Travel and Expense-card credit transactions to obtain goods and services. While these
partnerships and processes offer significant benefits, they also introduce potential risks that
require awareness and diligence to protect the OSU community and university assets.
 
Third-party vendors may store confidential and sensitive data on behalf of OSU. The type of
data a vendor holds directly impacts the risk involved. Vendors storing confidential or sensitive
university data pose a higher risk than those storing publicly available information. A breach or
service disruption involving a key vendor could impact university operations, research, and
extension services.
 
Common technologies available through third-party vendors may not provide adequate
security protections for OSU data. To address this, the Office of Information Security (OIS)
partners with the Office of Procurement, Payment, and Travel (OPPT) and the Office of General
Counsel (OGC) to evaluate all third-party IT procurements. These evaluations follow
established best practices to ensure clear contractual responsibilities and assess security
risks in alignment with institutional standards. 
 
Guidance is being developed to help the OSU community understand risks, including those
associated with AI and other emerging technologies. The following resources are available to
support you when engaging with third-party vendors:
 

Third-Party Vendor Information Security Risk Management Rule (Accessible with an
ONID)
Procurement, Payment and Travel

If you become aware of a potential third-party risk or incident, report it immediately to OIS.
 
By working together, we can ensure that OSU’s community, data and operations remain
secure, resilient, and compliant.
 
Respectfully,
Hanna and David
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https://oregonstateuniversity.sharepoint.com/sites/Security/Policies%20and%20Rules/Forms/AllItems.aspx?id=%2fsites%2fSecurity%2fPolicies+and+Rules%2fRules%2fThird+Party+Information+Security+Risk+Management+Rule_+Jan2023.pdf&parent=%2fsites%2fSecurity%2fPolicies+and+Rules%2fRules&xsdata=MDV8MDJ8Q2hyaXN0aW5lLkF0d29vZEBvcmVnb25zdGF0ZS5lZHV8ZjI0NzBlNDI1OWVjNDk4N2I4ZTAwOGRlNTllM2I5Njl8Y2U2ZDA1ZTEzYzVlNGQ2Mjg3YTg0YzRhMjcxM2MxMTN8MHwwfDYzOTA0NzAzNDM4MjMzNTMwNXxVbmtub3dufFRXRnBiR1pzYjNkOGV5SkZiWEIwZVUxaGNHa2lPblJ5ZFdVc0lsWWlPaUl3TGpBdU1EQXdNQ0lzSWxBaU9pSlhhVzR6TWlJc0lrRk9Jam9pVFdGcGJDSXNJbGRVSWpveWZRPT18MHx8fA%3d%3d&sdata=T0UwVzZoWG90cjlxWCt5MHNZSENNdFZNTlExK3VMQnBzRC8zL3Axa3A5Zz0%3d
https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fpcmm.oregonstate.edu%2F&data=05%7C02%7CChristine.Atwood%40oregonstate.edu%7Cf2470e4259ec4987b8e008de59e3b969%7Cce6d05e13c5e4d6287a84c4a2713c113%7C0%7C0%7C639047034382357055%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=7vwtNzek%2FFThh%2FcgvzxkWO6pNgEacCZqmxZuYCSxAFs%3D&reserved=0


 
Assistant Vice President and Chief Procurement Officer Hanna Emerson
 
Assistant Vice Provost and Chief Information Security Officer David McMorries
 
 
David McMorries
Chief Information Security Officer, Office of Information Security
Oregon State University | University Information and Technology | 541-
737-9561
 


